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Abstract— This research describes the method of combining
traditional authentication (password and username) with biometric technology, specifically fingerprint authentication. This
authentication model is applied in distance education where
courses are developed in learning management systems. It introduces the features of distance education as well as the biometric
sensor operation. It describes the changes that are necessary to
introduce the learning management system in order to use the
fingerprint as data in the process of authentication. Finally, we
perform tests of assessment for the new authentication system in
lab sessions at the college.
Index Terms— Biometric, distance education, login, moodle,
verification.

I. I NTRODUCTION

the evaluation based on the authentication of users accessing
an online course in our particular case in Moodle.
Assessment [1] is an integral part of the experiences of
teaching-learning and it is considered one of the crucial stages
in the pedagogical design of the training activities in distance
education. Moreover, evaluation is one of the critical points in
distance education programs, because it supports, on the one
hand, the social credibility of the certification of e-learning
programs and, on the other, the effectiveness of the assessment
processes deployed in e-learning programs. These aspects
justify the introduction of biometrics or discrimination of the
individuals for their physical or behavioral characteristics in
distance learning, to provide an authentic assessment, with the
robustness and feasibility to develop entirely distance courses.

D

ISTANCE education is both a cause and a result of
the significant changes in how we understand education
and how we conceive it should be organized. In an initial
evaluation, distance education reaches more people, in easier
way and with higher quality resources than in the past. The
courses can be followed from any location in the world.
Beyond access, distance education provides a greater control
to the students than the educational center. The core is the
student, and teaching is no longer directed towards learning
but teaching responds to and supports the learning.
In a course, the content is organized in a carefully designed
structure that seeks above all to do things as easyly as possible
for the student to learn. However, to develop a distance
learning coursenot only experts are needed for the content but
also designers able to organize the content according to what
students already know and how to attain the new knowledge.
Therefore the concept of distance education has more than
one implication to be treated. In our present research we only
focus on the aspects that concern the quality and reliability of
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II. A SSESSMENT OF L EARNING
Education cannot be understood as such, either distance or
traditional, if it is not linked to assessment and exams. The
assessment of the students is an important part of at eaching
and learning system. On the one hand, it is necessary to
know the knowledge acquired for acting accordingly and, on
the other, students themselves need to know by an objective
method how much knowledge they have acquired.
One of the most frequently used evaluation mechanisms due
to its ease is the use of multiple choice tests. They have as
feature the systematization of the evaluation and have been
used for computer assessments for some time now [2].
Students’ interaction with multimedia curricular materials
may collect all actions and data that they make and the use
they get from such material. This information, processed by
the system, can also be a useful tool to help the teacher in his
or her work.
Other advantages in distance assessment are shown below:
1) Time saving in regard to development and distribution,
since as noted, assessments can be created using software tools, adapted and reused as needed and then be
distributed and collected through the Web.
2) Reduced return time. If the assessment, or any part of
it, is automatized the correction time is reduced, so the
results can be quickly sent to students, who can use that
information to cover their shortcomings.
3) Storage of student results.
4) Increased ease of use of the data.
As disadvantages can be cited:
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1) The construction of good objective tests requires skill
and practice and so it initially time-consuming.
2) Similarly, the assessment of high-level skills is complex
and requires experts.
3) The hardware and software must be carefully monitored
to prevent failures during tests.
4) Students need skills in using ICT and experience with
this type of assessment.
5) Tutors need training in evaluation design, skills in using
ICT and test management.
6) It requires a high level of organization by all parties
involved in the assessment (academic, support staff,
administrators, etc.).
Any modality requires a close relationship between teaching, learning and assessment. The mediation of the technology
in the interaction between teacher and student, and between it
and the means of learning, as well as the access to the information, the immediacy of communications and its coverage
outline a different and diverse scenario about the available
ways of learning and therefore it shall raise new ways of
teaching and assessment.

A. Integration of E-learning and Biometrics
Biometrics as a technology for security has as its main
objective to discriminate an individual in a group or on a
previously stored sample of it, i.e. to identify or verify the
identity claimed. Until now, the application par excellence
of biometrics has been the access control to buildings, but
nowadays, with the appearance of new network options such as
bank transfers, it makes sense to apply biometrics for network
control.
The concept of biometrics applied in distance education may
be relatively new and its justification emerges from the idea
that one of the processes related to learning —assessment—
should be authentic and offer credibility to the quality of the
distance courses.
The number of biometric technologies is constantly increasing based on that any universal physical or behavioral characteristic, unique to each individual and invariable in time, can
be used as a verification characteristic with a development of
software and hardware. Nowadays, biometric opportunities are
limited because of social factors, technological limitations and
time in development.
It is inevitable to associate biometrics to something intrusive, to something with criminal connotations. The goal will be
to turn these problems into solutions or resources. Integrating
sensors into the student resources can, besides verifying an
identity, provide unique information or resources for the user.
However, this specific information could also be provided
to the user through a user name and a password. The biometric will make sense when an immediate access is desired
without prior identification, when the resources are relevant,
in economic losses or facility security. It must be borne in
mind that e-learning not only handles theoretical contents but
also accessible remote facilities in which the interaction with
real instrumentation requires a verification of the users.

Fig. 1.

Web exam.

B. Scope of Introducing Biometric Technology in E-Learning
Tests
The situation is as follows: the students will have the
opportunity of being assessed through a web exam together
with traditional assessment. In the traditional assessment,
the students will attend the educational center and will be
given a paper that contains the exam and a limited time to
complete it. A PC will be designated for every student in the
classroom. The PC will be connected to the server but not the
Internet. Once the student completes the exam, it will be sent
electronically for its correction and a copy will be printed for
the student.
This modality of test has some hazards that require some
actions:
1) If a test is done individually on a computer, the identity
cannot be monitored. Anyone can know the password
and access the test of the user. If there is an identity
verification mechanism it can be checked regularly.
2) If there is a large number of students, the process of
looking at a student’s card or identification card would
slow down the whole process, and the probability of
human mistakes increase due to fatigue. This effect
would be minimized with a biometric technology per
student.
3) When the students realize that they are not able to pass
the exam, they will try to delete all their answers. If
before the exam the students have undertaken identity
verification, this data will be saved as an evidence of
their presence.
4) If the system is accessible externally, a skilled attacker
could access it. If the access for the personnel involved
is via a biometric system, these attacks would be more
complicated.
Fig. 1 shows the schema of a web exam.
The user identity is the main role in these threats: once the
identity is known, it will be impossible to leave any malicious
or not permitted actionunpunished. Using web exams has
advantages and disadvantages.Thepossibility of monitorizing
the activity of an identified user allows continuous assessment,
providing the students with a richer experience. Of course, any
electronic means may be vulnerable, so new security polices
will be needed. Biometrics reappears as a means to minimize
the probability of threats.
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preferable to use cross-correlation because the comparison is
made with the entire fingerprint.
For comparison of minutiae, a translation and rotation of
the fingerprints should be made and then compared from
a reference point between them. Finally, the similarity is
compared between the extracted minutiae in both fingerprints.
The application that was developed in this research aims to
combine traditional authentication systems, i.e. user name and
password, with the fingerprint of each user, so the comparison
is made 1:1, being a verification of a user providing data (username and password) with his or her true identity. Therefore
a fingerprint must be previously stored in the database. It is
stored at the time of enrolment of the user in the Moodle site.
Afterwards the user’s fingerprint data will be used every time
he or she tries to access the Moodle site.
A. General Features of Moodle

Fig. 2.

Functional diagram of fingerprint matching by minutiae.

III. F INGERPRINT AUTHENTICATION IN M OODLE
Fig. 2 shows the functional diagram of the sensor that
was used in integration with Moodle [3]. The fingerprint
has a number of global or local features that allow us to
differentiate users. As global features there are: the core, which
is the central point where the direction of the ridges change
returning abruptly; and the delta, which is the closest point
to the geometric center where the divergence of the reference
ridgeoccurs, which delimits the area of interest or fingerprint
study. Local characteristics are the points where discontinuities
occur in the ridge pattern, which are called minutiae. Within
the classification of the different minutiae, the most important
are ridge bifurcations and ridge endings.
In order to compare fingerprints, we follow a pre-processing
of image enhancement, which removes noise and performs a
band pass filter using Gabor filters, which are selective to local
frequency and orientation. It converts the grayscale image to
binary, thins the line width to 1 pixel and the minutiae are
extracted, which are the discontinuities in the pattern of ridges
or lines present in a fingerprint, by a scan window 3 × 3 to all
the neighbors of a pixel looking for a bifurcation or an ending
line.
In comparing algorithms three important techniquescan be
distinguished, from which variants arise: technique based in
cross correlation, in fingercode and in minutiae. The minutiae
technique, used in this case, is the one that provides the best
results with medium quality pictures, but it requires more
computational time. When working with low resolution it is

Moodle is a software package for creating courses and
Internet-based Web sites, one of the most popular LMS. It is
an ongoing development project designed to support a social
constructionist education framework. Moodle is implemented
by using Apache, MySQL, PHP and Perl and it is known
as a XAMPP (X means any operating system; A – Apache;
M – MySQL; P – PHP; and the last P – Perl) platform. Also
Moodle can also use other databases such as PostgreSQL.
Moodle can be made to perform very well, at small usage
levels up to thousands of users. The factors related to its
performance are basically the same for a system based on PHP
and database. For large installations, the web server is usually
separated from the database on two different computers, but
in smaller facilities will not be needed. In our case, because
the pilot test deals with a small or medium group of students
for each session in which the experiment was performed and
knowing that, in this case, the limitation is set by the number
of sensors that are available, rather than simultaneous access
to the server. Both the database and the web server are on the
same machine.
When Moodle is installed, we get a series of files and
folders. In order to integrate the fingerprint verification, some
of these Moodle folders must be changed. We modified the
theme/ folder to give a customized appearance. Then, we modified also the login/ folder where we introduced new elements
into the Moodle site access: the fingerprint application and a
new field in the table of the Moodle database that manages
user information, mdl_user. Finally, the mod/ folder contains
all general modules (forum, chat, etc.) and we added another
activity not covered by the standard Moodle package, that
helps to evaluate the integration of the fingerprint verification
in Moodle, or rather that the students are the ones who evaluate
through a questionnaire the effectiveness of this integration.
B. Login/Folder
The authentication of the current version of Moodle can
be done: via email; by manual accounts; without authentication; with PAM (Pluggable Authentication Modules); by
Shibboleth [5]; with a CAS server (SSO); with a POP3 server
or with a LDAP server.
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TABLE I
F ILES IN THE L OGIN /F OLDER
Name

Description

change_password.phpandchange
_password_form.php
confirm.php
environment.php

Page to change the password
Confirmation of entry to a site
To set variables in the current
session

forgot_password.phpandforgot
_password_form.php

Page to retrieve a forgotten
password

index.php and index_form.html

Home page to enter the site
showing the options:
• Students enrolled
• A new student

logout.php

Page for ending a session

mnet_email.php

Email Management

restored_password_form.php

Page to do a request
forgot_password.php

signup.phpandsignup_form.php

Page to register new students

Therefore, the login page or login will be different depending on the option chosen. Even an external link can be added
so the authentication can be reached in an alternative way. It is
also possible to display or not the option to enter the Moodle
site in guest role or not (this button can be hidden). As a good
security policy, the advisability of this role should be assessed
since, certainly, guest users will have very limited permissions,
usually allowing themto read all or part of the site. It could be
very useful to keep active this button as a means for students
to register a course after reading its characteristics.
In our application, the authentication is done via email. This
is the default mode in Moodle. Users freely choose a username
and password and wait for a confirmation email. An email
is sent to the user with a secure link where the user must
confirm his/her account. Then, that user can access Moodle
site. In the Moodle MySQL database, the table mdl_user has
a field labeled as confirmed, which is kept at zero until the
user confirms the link, and then it will change to one.
The proposed application is to integrate fingerprint recognition as data in both the enrolment on the site and every time
the user accesses the site with an account, therefore changes
must be made to the files that manage the login to Moodle
site. The folder login/ consists of the following files (Table I).
This application will have two situations: register as a
student and enrolled students. Although the folder login/ is
composed of a series of files, we focus only on two sets of
files to be modified:
1) signup.php and signup_form.php – Enrol as a new user
(Fig. 3)
2) index.php and index_form.html – Access with an account
(Fig. 4)
Also, other files in other folders need to be modified in
Moodle/, which are related to these two sets of files. If we use
fingerprint verification, we will need a template previously

Fig. 3.

Diagram of the enrollment as a new user.

Fig. 4.

Diagram of access with an account.

stored in a database in order to compare the new sample of a
fingerprint. Therefore when registering as a student at Moodle
site, it will ask for the fingerprint which will be the reference
for comparison in subsequent accesses to Moodle site. This
database is not external to Moodle, in our case we choose to
add a new field in the table mdl_user of Moodle database that
is used to access or enroll on the Moodle site. Thus, we also
change a table of Moodle database.
In both diagrams, there is a module, NBioBSP COM,
which uses the libraries provided by the biometric sensor
that is integrated in a biometric mouse and are used for the
verification and register process. It is programmed in PHP with
Javascript that makes possible to introduce lines of code in the
original files of Moodle.
The home page of a Moodle site, in our case moodlab,
is defined in index.php. The screen is divided into two main
columns: moodlab access and new account. When clicking
on the button “Create New Account”, it remits us to the
signup.php page, which is a registration form. The fields and
operation of this file are defined in signup_form.php file which
we must modify.
First of all, in the file signup_form.phpthe module NBioBSP
COM must be defined for recognizing all associated functions.
To achieve this, our PHP file will turn into an HTML file
with PHP and Javascript. Before defining the header <head>
of the file, a module is declared as an object. The body of the

GIL et al.: FINGERPRINT VERIFICATION SYSTEM IN TESTS IN MOODLE

Fig. 5.

Registration form in moodlab as new user.

file will be the original PHP file with a new field on the form
for the box of the fingerprint, which will be labeled as FPText.
This field will be assigned as an attribute that is “required”,
i.e. when sending data of the form, this box should be filled
out to complete the registration. This box has been defined so
that when the mouse is over it, the question() function defined
in the header of this file as Javascript is accessed. The calls to
mouse are implemented in question() function for capturing
and getting a template of the fingerprint.
The file signup_form.php is used to verify the correctness
of data. For example, the existence of two different users
with the same username or password can be checked. Data
is stored in the table mdl_user of Moodle. A new field must
be added to this table for including the fingerprint and storing
it. The fingerprint will be handled in text format, as a MD5
encrypted 128-bit character string. Fig. 5 shows the new form
that includes the field “Fingerprint capture”.
The home page (index.php) displays two options: access as
an already registered student and register as a new student.
For users with a valid and stored username and password and
fingerprint, all the information is stored in Moodle mdl_user
table. These data will be verified and also the user’s fingerprint.
A new field for the fingerprint must be added also to the site’s
access form. Then a new fingerprint will be captured every
time that someone wants to access, and this new sample will
be compared with the already stored in the field “FPText” in
the table mdl_user for that user, who has a unique username
and password.
First, the user gains access to the home page of our
Moodle site (index.php). The file index_form.html is modified
to include a new field in the form. This new field will include
the fingerprint. Then a number of changes will occur:
1) NBioBSP COM is declared as an object in the file. This
will allow that library functions to be recognized.
2) Javascript (pregunta()) will be executed by using onfocus(). A new fingerprint, FPTExtNow, will be captured.
This new fingerprint will be compared later with the one
stored in the database.
The fileIndex2.php has been created as a new file in order to
access the table mdl_user and comparing the new fingerprint
FPTextNow with the stored fingerprint. We will do this
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Fig. 6.

Home page (index.php).

comparison by using the unique username. If the verification is
correct, the user will access the site. Otherwise he will access
also index.php but with all empty fields. Then the user will
have to fill out the form again, which involves re-entering a
new fingerprint and also a new password and username.
When the comparison is correct, i.e. the identity of the
user is verified by fingerprint, index2.php calls index.php.
This file performs its own Moodle checks, valid user name
and password. After this last comparison if everything is
correct the index.php file calls the home page of our user’s
courses (course / view.php? id =). Fig. 6 shows the home page
(index.php) with the new field included in index_form.html for
the fingerprint.
Note that this process is transparent for the user. Once
he/she enters the information (name, password and fingerprint), the display of the main page is almost immediate.
IV. R ESULTS IN L ABS T ESTS
In June 2010, as part of a thesis project [4], the fingerprint
system was used for accessing real labs through Moodle by
a number of students and it worked without errors. Students
were asked for their participation to assess the use of fingerprint control as a method of verification in Web tests. The
results of completed questionnaires by students are shown
below.
A. Sample Characteristics
A number of 23 students took the fingerprint verification
during their laboratory practices. Their profile is shown below
(Figs. 7–9).
Most of them are in the range from 26 to 35 years old,
matching the usual profile of engineering students at UNED.
They have a college degree; students at Higher Technical
Engineering School mostly come from the Engineer School.
Almost all (91.3%) are men. Most of them were enrolled at
the “Circuits Analysis” subject. The sample is very close to
the typical profile of Industrial Engineering students at UNED.
B. Descriptive Results
The aim of the survey was focused on analyzing the
students’ attitudes to a new medium of access control for
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Fig. 10. Tree segmentation on the review of the implementation of the
fingerprint on the access to the courses.
TABLE II

Fig. 8.

Valid Percent

Valid
Very convenient
Convenient
Indifferent
Unhelpful
Totally unnecessary
Total

Cumulative percentage

H OW D OES THE U SE OF THE R EGISTER BY THE F INGERPRINT IN A CCESS
TO T RAINING C OURSES O N -L INE ?

Percentage

Sample characteristics: age.

Frequency

Fig. 7.

6
5
7
2
3
23

26.1
21.7
30.4
8.7
13.0
100.0

26.1
21.7
30.4
8.7
13.0
100.0

26.1
47.8
78.3
87.0
100.0

TABLE III

Sample characteristics: studies.

I F YOU HAD TO C HOOSE A M EANS OF B IOMETRIC A CCESS TO THE

Fig. 9.

Percentage

Valid Percent

Fingerprint
Iris
Face
Voice
Indifferent
Total

12
3
1
3
4
23

52.2
13.0
4.3
13.0
17.4
100.0

52.2
13.0
4.3
13.0
17.4
100.0

Cumulative percentage

Valid

Frequency

C OURSE O NLINE , W HICH W OULD YOU C HOOSE ?

52.2
65.2
69.6
82.6
100.0

Sample characteristics: subjects.

e-learning activities. Table II shows [5] the descriptive results.
If the indifference position is discarded because of its
ambiguity, students consider very convenient or convenient
(47.8%) the use of the fingerprint registration for accessing
on-line courses. Those who are in favor of using biometry
expressed that it seems safer, easier and faster than other
means of access. Those who are against fingerprint verification
believe that a password is enough.
Regarding the choice of a biometric technology (Table III),
the students clearly prefer fingerprint validation (52.2%).

Regarding the ease of access by using the new fingerprint
interface for the thesis project, the students think that it is
very easy or easy to use(78.3%) (see Table IV). Finally we
wanted to know the level of knowledge and use of biometrics.
Tables V and VI show most students are unfamiliar with these
techniques and barely have used them.
C. Relational Study
The key question of the survey, for research purposes,
was whether they considered relevant the use of fingerprint
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TABLE IV

Valid

Frequency

Percentage

Valid Percent

Cumulative percentage

D O YOU C ONSIDER IT E ASY TO A CCESS TO THE C OURSE T HROUGH
THE F INGERPRINT ?

Very easy
Easy
Neither easy nor difficult
Difficult
Total

9
9
4
1
23

39.1
39.1
17.4
4.3
100,0

39.1
39.1
17.4
4.3
100.0

39.1
78.3
95.7
100.0

Valid

Frequency

Percentage

Valid Percent

Cumulative percentage

TABLE V
H OW DO YOU C ONSIDER Y OUR K NOWLEDGE OF B IOMETRICS ?

Intermediate level
Elementary level
Without knowledge level
Total

1
8
14
23

4.3
34.8
60.9
100.0

4.3
34.8
60.9
100.0

4.3
39.1
100.0

TABLE VI
H AVE YOU E VER U SED THE B IOMETRIC A CCESS C ONTROL ?

29

question selected the fingerprint verification. However, one
student selected another biometric technology. The accuracy
of the model was 93.8%.
V. C ONCLUSION
A module of fingerprint verification, a matching technique
based on minutiae, was integrated for the access (login) and
registration in Moodle. The module was checked successfully
for the access to real tests associated with labs at UNED.
A survey was done by the students using Moodle and the
results show a positive trend of students towards the use of
fingerprint as a way of accessinge-learning activities, because
they consider it is safer, easier and faster than any other means
of access. The fingerprint is the most popular access control,
the best-known by the public and it is present in personal
devices, for example, laptops. Students found that it is easy to
manage the interface that was developed during this reseaarch.
Many of them have lacking knowledge about biometrics and
have never used them before.
Finally the use of this biometric access control was
employed in real tests at a university based on a distance
education model. This research points out the beginning of
new ways ofimproving the assessment in our university, profiling how remote evaluation would be. Obviously, in this
remote environment, biometrics will be key for the development of exams but it will not be the only technology to
implement because these environments inherently have great
threats (audio, mobile phones, number of people, etc.) and,
therefore, they offer great challenges.

Percentage

Valid Percent

Sometimes
Sporadically
Never
Total

1
5
17
23

4.3
21.7
73.9
100.0

4.3
21.7
73.9
100.0

Cumulative percentage

Valid

Frequency
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4.3
26.1
100.0

verification for accessing online courses. The categories of
the variable were dichotomized: those who agreed with the
implementation of fingerprint verification and those who did
not consider it necessary. A tree segmentation analysis was
performed on the dichotomized variable to evaluate which
factors were relevant to the variable. The results are shown in
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